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1  Introduction

The RIOT Station is an elementary PC based system that is designed to allow recorded data held
within AAW’s RIOT (Remote Input Output Transceiver) to be stored and viewed on a Windows
PC.

This entry-level system allows users to view current status, history data within a trend form, view
and acknowledge alarms and modify RIOT configuration and alarm parameters.

It is possible to monitor and set up multiple RIOTs from one PC.
The PC should be on and a user should be logged on. The RIOT Station program should be
running. If this is not the case then you will need to:

either use the shortcut on the PC screen
or Run the entry in the start up menu.
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2 Qverview

When the Overview is first displayed you will see the entry Site which will be preceded by a + box.
To display all RIOTs attached to the PC, mouse click on the * this will extend the list.

These RIOTs will also be preceded by a +, mouse click on this # will further extend this list to
show all possible points on this RIOT and their current reading. As shown below.

Edit  Wiew  Tools  about

= Site s
[=- A2aW RIOT F0SLEFEOOS 12:03:13 .
= Inputs
Chip Chill 0.7
Point Z off
Salmon Chill 0.z
Foint 4 off
Goods Out -30.0
Foint & off
Main Chill -30.0
Bas= Chill -30.0
Smoked Fish Fridge -30.0
Freezer -30.0
Production Unit -30.0
Point 12 off
Point 13 off
Point
Point 15 off
FPoint 1& off
Padio 1 1617
Padio 2 13.8 B
Goods Out -z.0
Padio 4 oo
Padio & oo
Padio & oo
Padiao 7 oo
Radio 3 off

Requesting RIOT network 1 skatus From 192, 168.0,101{a8AW RIOT )

From this overview screen it is possible to initiate all other pop up windows.

Each input or point has a line entry displaying its Name, and Value.

For temperatures this will in Celsius with a # or — symbol and OFF if not in use, for a digital signal
this will be on or off.

Each point name will have to signify its current status either a clear background (no alarm, as

above), flashing orange background (new alarm) or solid orange background (acknowledged
alarm).
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3 Point Data

From the Overview screen by right clicking on a point name it is possible to access additional point
data Alarm status, Point settings and Alarm settings.

Alarm status
Poink settings
Alarm settings

- Radiao
- Radiao
- Radiao
- Radiao -
- Radiao £

Requesting RIOT network,. 1 skatus from 192, 168.0. 1010aAW RIOT ) _:EI

Points in alarm flash Orange as a visual indicator, Alarms acknowledged but not cleared will stay a
solid Orange.

To Acknowledge alarms  you need to select Alarm Status.
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Alarm Status

From this screen it is possible to check the status of and acknowledge any alarms that have been
activated on the system, as in the boxes below.

Alarm Status ]

Site-radi BI0T-»Goods Out

Authorisation E|
Faszword e
Alarmn Status Fault
Alarm highiret ok,
Bugsiliary Alarm ak, ok, Uzer code 123

Acknowledge

This pop up above will show you what type of alarm it is.

ack The alarm has been acknowledged

fltack Flatline fault acknowledged

highalm new High alarm

lowalm new Low alarm

highret High alarm that has returned to within set points
lowret Low alarm that has returned to within set points
flt Flatline fault

clr Cleared alarm

fltclr Flatline fault cleared

mod setting modified

See Alarm Settings section for details on the Auxiliary Alarm.
You will then Left mouse click the Acknowledge button.

To Acknowledge an Alarm

The Authorisation pop up will appear, you now have to input the authorisation password

(factory default is Ack) select a user code, this is a number from 1 to 255. Your department
management will have selected the meaning of this code. e.g. Action Code or User Identification.

Left mouse click the Acknowledge button and once the data has been sent to the RIOT and the
alarms acknowledged on the RIOT then the screen will change. This could take up to 30 seconds.

NOTE:
CURRENTLY ALL SUBSEQUENT ALARMS THAT ARE ACKNOWLEDGED WILL HAVE
THE SAME USER CODE.

Should you wish to acknowledge and alarm with a different user code then you can either wait 3
minutes until the systems has timed your login out or access one of the other point options.
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Point Settings

From the screen below it is possible to set a name for the point, turn the sensor off and on, set the
probe type and input offsets after a calibration of the sensor.

Poink Settings £
Site-rtdd BIOT ->input &
Name Goods Out | Authorisation X
Enable On .
Pazzword |'"'" |
Frobe type IT b
FT2
Difset HE zer code
Digital
-
[ |lpdate paint ]
Name Any 22 alpha Numeric Characters can be entered.
Enable If the sensor is out of use or faulty it can be disabled until it is required / repaired.
Probe type PT100 or
PT1000 or
PT1 or
PT2 or
PT3 or This will be set on system setup but can be changed if
4-20mA or the sensor type is changed at a later time.
Normally open (base board will be either PT100, PT1000 or PT1/2/3)
Normally closed
Digital

If you have chosen 4-20mA then it is possible to set the equivalent values, again this would be done
upon set up of system by AAW

After any changes press the Update point button.
The Authorisation pop up will appear, you now have to input the authorisation password
(factory default is Conf) select a user code, this is a number from 1 to 255. Your department

management will have selected the meaning of this code. e.g. Action Code or User Identification.

Left mouse click the OK button to confirm update of point details. This could take up to 30
seconds.

Offset This is a Super User option where a calibration offset can be placed for calibration a
Sensor.
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Alarm Settings

From the following screen it is possible to name the type of alarm, set the high and low limits for
the alarm, enter a time delay before the alarm is activated and the designate the times in which the
alarm is to be set.

Alarm Settings ]

Alarm

High limit

Lo lirnit

Delay

Action

Site-rddh BIOT-»Smoked Fizh Fridge

v

Log alarm lirikz

Shift 1 w

Authorisation E|
5.0 Pazsword il
Q.0
Ilzer code 124

TET

IJpdate alarm

It is possible to have two alarm settings for each point, the Master alarm and the Auxiliary alarm.
These can be set to cover different times if need be with different high and low limits.

Alarm

Low limit
High limit
Log alarm

Delay

Action

This can be any alpha character or number, other characters are not allowed
() around characters will stop those characters from being displayed.

These limits need to be set at a realistic level or consistent triggering will cause the
system alarms to be ignored.

This allows limits to be displayed on the daily graph.

Delay in seconds before an alarm will sound this is from the time the limit is.
breached.

select preset Action setting — please refer to Action section in this manual

Once you have changed any of these settings left mouse click on the Update alarm button. The
Authorisation pop up will appear and the authorisation password would have to be entered (factory
default is Conf).

A user code may also be entered; this is a number from 1 to 255. Your department management
will have selected the meaning of this code. e.g. Action Code or User Identification.

Left mouse click the OK button.
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4 The Top Menu Bar
Edit

From the Top Bar Menu it is possible to perform various actions, which are either to be used in
the setup of the system or in the day-to-day running of it.

i 5
Dadio E .0
Dadio E a.0
Dadio 7 .o
Dadio & oft el

PRapesting RIOT natwork 15 stabus From 152.168.0. 10000 RIOT )

The following are the most relevant sections that should be covered for the end user, including
Shifts, Alarm actions, HACCP list editing and report viewing.
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RIOT Schedule

This option sets how the RIOT will log data.

It is advisable only to change these settings under the supervision of AAW, changing any
settings may cause your system to become inoperable.

RIOT schedule

3

" B RIOT v
Last [mteryval
Status update 08/01/2009 15:40:01 | |1 2| seconds
Clock sunchonization | | |4 v | Hours
Log update Back |4 $| Hours |DE“"D1 /2003 15:37:15 | |-I ¢| MiriLites
Configuration update |EI?£I:I1 /2003 16:24:30 | |24 v | Haurs
Template update |EIB;"I:I1 /2003 15:31:43 | |-“:I v | MiriLites
Preferences
This allows you to turn the siren
ON - Recommended
OFF -Not recommended - may cause alarms to be missed.

New Alarms Only  Not recommended

Preferences

Sren (NN v |

[ |Jpdate preferences ]

x]
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Shifts
When you select the Shifts from the edit option in the menu bar a pop up window appears as below.

If you have multiple RIOTs attached to the PC then you will be able to use the Drop Down list to
select each RIOT.

RIOT |aswsRIOT L E1a 1IN 1 O ko 10 ki ar Fii v

Frerm Ta Haoiday Fram Ta
Sunday 20000 120000 1041 123000 12.00:00
b onday 220000 100000 1400 12,2000 12,0000
T aesday 2200:00 10:0000 s !z 123002 120000
WWednesday 22 0000 | 0:0000 x4z 12:3C:02 12:00:00
Tonrsday 22 00:00 10:0000 o4 |12 12:30:00 12:.00:00
Feirlay, 2200:00 10:0000 X412 12,0001 12.00:00
Satarday 00 00,00 11.4200 & 412 12,3000 12,0000
Mule. E-iler 00.C0.0C - 00.C0.00 fur all Uy E| /12 12:2C:0d 13E0:00

Updz:e shift

By mouse clicking on the Shifts drop down list in the top right hand corner you can select and set
up 4 different settings for different shift types and 8 Actions.

As an example shifts will most likely be Day, Night, Weekend and Actions most likely be Dial-out,
Strobe and Siren

For each Shift you can change the name, and standard operating times.
Each Shift can have 8 special days for which you select the date and month and then the times for
that special day.

As an example these may be Christmas Day or other Bank Holidays, this means you do not have to
change all the shift settings for special days.

Once you have changed any of these settings left mouse click on the Update shift button. The
Authorisation pop up will appear, you now have to input the authorisation password

(factory default is Conf) select a user code, this is a number from 1 to 255. Your department
management will have selected the meaning of this code. e.g. Action Code or User Identification

Authorisation §|

Pazsword ane

IJzer code 123
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Alarm Actions

Alarm Action

RIOT | AAWRIOT v

Action

Authorisation E'
|

Password |""""

Securty Hut
Action 4
Action b

S Ilzer code

Action 7
o [ ok |
Mo Alarm Ok,

=hift | Day Shift

| £

Update alarm action

When you select the Alarm Action from the edit option in the menu bar a pop up window appears
from which in the top left hand corner you can select and set up 8 different settings for different
action types.

For each setting you can change the name, shift and an action relay.
These Relays can be connected to dial-out machines, remote sirens, flashing lights or any switched
device that may be required.

Once you have changed any of these settings left mouse click on the Update alarm action button.
The Authorisation pop up will appear, you now have to input the authorisation password

(factory default is Conf) select a user code, this is a number from 1 to 255. Your department
management will have selected the meaning of this code. e.g. Action Code or User Identification.
Finally click on OK to confirm.
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ITs

You may at some time be asked by AAW support staff to change the settings of an IT Input
Transceiver, this may be when an IT has been sent as a replacement for a failed unit.

T Settings
RICT ITz Remove selected ITs
R adio charnnel 0=43323Mhz  » Address Seral . Loglint..  Samples  LastTr..
Host address O 1438
2 a
Probe start address = 1472
14 14493
Probes Os 1502
Logaing interval O¢e 1803
Or 1504
Samples per log
Timeout
Ornly accept repeated probes
Lagon function
Tirmsout before restart
Update IT network ] ’ Restart RIOT ]
Repeaters
Address Serial ... Battery Loglint... Samp A
2m 1] o
202 1] v
< | B | |« >

X

It is advisable only to change these settings under the supervision of AAW, changing any

settings may cause your system to no longer work correctly.
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HACCP Lists

HACCP List X

RIOT | adoss RIOT L
Products Mame bir b an Delay A
) k Anchovies 0 4 00:02:00
Frozen Fish
Mew product claszs Barbel 1] 4 00:02:00
Barracuda 1] 4 00: 0200
B arramundi 1] 4 00 02:00
AlbacareTuna 1] 4 00: 0200 W
£ »
Uszerz Commentz Supelr Eeliver_l,l -
Lee Dawson Aocept o
Aziz Kullup Reject 3 FiveStarFF BR
DannyColermnat Damaged : o
John Hapes Poor Quality SeaFishUKFF | BB
Drave Warren MHew comment CleanwatFE BE
Mew user
JSukesSonFF (BB
ACL AtinteFF - | BB w

When the HACCRP list is selected from the Top Menu Edit option a pop up window appears (shown
above) from which entries that appear on the HACCP probe can be edited.

Different products classes can be entered in the top left menu, then to its right new sub class of
products can be entered. Each product will need a time delay and high and low limits for the
HACKCEP test so that a Pass or Fail test may be instigated.

New suppliers along with delivery numbers can be added in the bottom right hand corner.

Users can be added or edited in the bottom left hand corner

Each HACCP test will require a comment on its Pass or Fail, to enable this to be possible all
required comments must be entered/edited here.

After any changes have been made to the HACCRP list, please click on the Update RIOT
button. Failure to do this will result in no changes being made to your system.

Authorisation pop up will appear, you now have to input the authorisation password
(factory default is Conf) select a user code, this is a number from 1 to 255. Your department
management will have selected the meaning of this code. e.g. Action Code or User Identification.

Authorisation §|
— In order for the changes to be downloaded

ssse to the probe itself, an update of the probe
would have to be initiated. Please see
HACCP probe manual for details.

Pazzward

Uzer code 123
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View

RIOT Schedule

This allows you to view the previously described Edit option.

Reports

RIOT schedule

Reports

Error log

- Point

< Point

- Point
- Point
< Point
- Point

- Point

- Radia
- Badiao
< Badiao
- Radia
- Radia

- Point E
lmon Chill

4

&

1z
13
14
1k
16

wm -1 MmN o

of f
off
off
of £
of f

o o o o O
[ PR e o o }

£

Reguesting RIOT network 1 skatus from 192, 168.0. 101{A8W RIOT

d
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Reports that can be viewed include Weekly graph (as below), Weekly alarms and
Delivery reports (HACCP tests).

Reports @
Report | [IEEEE ~| RIOT |AAW RIOT -

01/02/2 Weekly Alams
25/01/2 Delivery Report

once you have selected the required date range and the graph has been displayed it is possible to

Reports l
Repot  Weekly Graph > RIOT [aawRIOT =
T — < CEEE N I
25/01/2009 - 31/01/2009 [Ptz et | Sl EX
100 1 100

e

-50 1 -50

[ABC| 109 02/02/2008 03/02/2009 04/02/2009 05/02/2008 06/02/2009

Zoom in to an area by moving the mouse to the top left of the area you want to view and right

mouse click, move the mouse to the bottom right of the area you want to view and right mouse
click.

Zoom out once you have zoomed in a magnifying glass symbol with a = inside it appears at the
bottom right corner of the graph, right mouse click on this symbol.

View date, time and Temperature of a specific point by double right mouse click at the point
required.

Move along the graph and the point names by right mouse click the arrows provided.

The following sections describe these options
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Weekly Graphs Reports

When entering Weekly Graph screen the graph will display the current information available for all
points on the selected RIOT.

If the RIOT you are looking at has 16 points this can make the graph very cluttered.

To turn all but one points trend off - double left mouse click on the points name at the top of the
graph.

Scroll through the point names by mouse clicking the small right and left arrows either side of the
point names.

Single mouse click will turn that point either on or off.

Bottom left of the graph pop up is a round button which can be used to displayed the LIMITS on
the graph, if all points are showing then it will be the LIMITS of the first point on the list which is
ON.

Bottom right of the graph pop up is a button in the shape of a magnifying glass, selecting this will
zoom the graph out once you have used the option to zoom in.

Repott  Weskly Graph ~ RIOT [Aaw RIOT -]

E— < ow
25/01/2009 - 31/01/2009 m E - i m

\jz "w’“\&__J'MWWK__'M“\“g__NW1\

— T =
[ABC T ——_04i02/2009 05/022008 =" 06/02{2009. . Q
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Displaying the graph cursor

Displaying the temperature or state for each of the trends at a given moment on the graph is
achieved by double clicking on the required location on the graph.

The graph cursor can then be moved left or right by mouse clicking the small arrow buttons either
side of the time and date display that has appeared at the bottom of the graph.

The graph cursor will move different amounts depending on how far you have zoomed in to the
graph.

Reports

PP | —— — =

Report  Weekly Graph - RIOT [AAWRIOT -]

T — < o5 w7
25/01/2009 - 31/01/2009 - s 2 - ’

W‘&—-PM _&LM—__M ] ‘

MAMAAVAAAAAAAAAA MMMMMJMMW i
9 AR AR f""""".'"'"r!"Irv!! ----- 2 2 2 "WM‘D

Graph area selection

To view an area in more detail place the cursor in any corner of the area you wish to view in more
detail, mouse click either mouse button, a Right-angle symbol will appear. Repeat this process for
the opposite corner of the required area and another Right-angle symbol will appear.

Mouse click in the centre of the required area and the graph will be redisplayed in greater detail.
This process can be used repeatedly for greater detail.

Repors ) [ ——Y = =

Report  Weekly Graph ~ ROT [AAWROT -]

oEE— < ) (] KR
25/01/2009 - 31/01/2009 - s 2 m ‘ ’

“M&__'!/M _BLM—__M ] ‘

i
AAAAAAAAAAAAAAAAAAA AAAAAAAAAAAA |
0 YV r ey rAvw!'r"v"v'ff-'r' 'FH‘MWMM&M—O
[— e 2
RBC wm//l 05/02/2009 D6/02/2009 @
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Graph showing how the display changes once you have zoomed in.

Report  Weekly Graph ~ ROT [AAWROT -]

opEE— < ) ] KR
25/01/2009 - 31/01/2009 - s L m ’

5

= P -
S 04/02/2009 05/02/2009 s

It is now possible to move the graph in any direction by mouse clicking on either Up, Down, Right
or left large arrow buttons.
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Weekly Alarms Report

Reports

Report Weekh' Narrns

01,/02/2008 - 17/02/2009
25/01/2009 - 31/01/2009

RIOT [A4W RIOT

06/02/2009 14:55:51
06/02/2009 14:53:50
06/02/2009 14:53:33
06/02/2009 14:53:31
06/02/2009 14:53:19
06/02/2009 11:57:42
06/02/2009 10:57.03
06/02/2009 10:57:02
06/02/2009 10:56:05
06/02/2009 10:55:48
06/02/2009 10:12:23

ASINAIRAAR 404800

Door Switch
Droor Switch
Droor Switch
Door Switch
Dioor Switch
Droor Switch
Door Switch
Door Switch
Door Switch
Droor Switch
Main Chill

Blnim Ml

Alarm

Alarm
Alarm

Alarm
Alarm

Alarm
Alarm
Alarm

0.0

05

clr
ack
lowret
lowalm
ack

fit

clr
ack
lowret
fitclr
clr

A history of alarms can be viewed for any of the selected times available in the left hand margin.

The following codes will be used to describe the type of alarm that was triggered and the current
status of the relevant point.

ack

highalm
lowalm

highret
lowret

flt

clr

A user has acknowledged the Alarm.

These will always be in black.
This is a new alarm caused by High or Low temperatures, Defrost
overrun or plant fault and will be in red.

The input has returned to within its alarm parameters. These will be in

Blue.

Flat line alarm.

Cleared alarm.
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Delivery Reports

Reports

Report  Delivery Report =

05/02/2009 - 05/02/2009
014/02/2009 - 04/02/2009
03/02/2009 - 03/02/2009
02/02/2009 - 12/02/2009
01/02/2009 - 01/02/2009
31/01/2009 - 31/01/2009
30/01/2009 - 30/01/2009
29/01/2009 - 29/01/2009
28/01/2009 - 28/01/2009
27/01/2008 - 27/01/2009
26/01/2009 - 26/01/2009

RIOT [A&W RIOT -]

DeliverylSupplierI Time |Product ITestl\!aIuelLowIHighIDeIayI User |8

BBO309 Fastnet 06/02/2000 14:42:51 Cod low —0.?_ 0.0 4.0 0:02:00 DannyColema
BMNO230 MastersCo Q6/02/2000 15:24:31 KingMackerel pass 33 00 4.0 0:02:00 DannyColema

Once any HACCP tests have been run, the results can be seen in the delivery report as shown
above. Data includes, delivery number, product, date and time, pass/fail, user and associated

comments.
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Tools

Restore achive

- Badio

Locate RIOT list

Clear server status

Recreate reports

Clear error log

Backup RIOT coenfiguration

Restore RIOT configuration

Rellback RIOT configuration
- Door Switch Closed
- Freezer off
- Production Unit off
- Point 12 off
- Point 13 off
- Point 14 off
- Point 15 off
- Point 16 off
- HACCE et B
~-Blood Fridge Product =0_.5
~-Blood Fridge Air Ig-3
- Heater 479
- Dutaide 2.3
- Radio & off
- Badio 7 off
- Badio B8 off
- Badio 9 off
- Badio 10 off
- Radio 11 off
- Badio 12 off
- Badio 13 off
- Badio 14 off

1a off

Requesting RIOT network 1 status from 192,168.0 101 (AAW RIOT )

Many of these options could lose data or cause RIOT to change settings, please call AAW for
advise before using any of these options.
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clear error log

Time

070142009 17:16:43

07/MA20091716:43
07/01/2009 17:16:43
07/01/2003 17:16:55
07/0/20031717:M
07/M 2009171707
07/01/200317:17:13
07/01/200317:17:13
07/01/200317:17:32
07/M 2009171737
07/01/200917:17:44
07/01/2003 17:17:50
07/01/2003 17:17:56
07/M 2009171802
07/01/2009 17:18:08
07/01/200317:18:14
07/01/2003 17:18:20
07/M 2009171826

[ B I E I e Ta a I R I R a Bn T

£

Categary

|nformation
Information
Information
|nformation
|nformation
Information
Information
|nformation
|nformation
Information
Information
|nformation
|nformation
Information
Information
|nformation
|nformation
Information

(3

Meszage

Log cleared=The event log file iz full. Spstern. Compor
Fault getting http:/A192.168.0.101 /GetlogYzerial=4.
Fault getting http:/A192.168.0.101 /GetLogYzenal=4;
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http:/A192.168.0.101 /GetlogYzerial=4.
Fault getting http:/A192.168.0.101 /GetLogYzenal=4;
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http:/A192.168.0.101 /GetlogYzerial=4.
Fault getting http:/A192.168.0.101 /GetLogYzenal=4;
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http:/A192.168.0.101 /GetlogYzerial=4.
Fault getting http:/A192.168.0.101 /GetLogYzenal=4;
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.
Fault getting http: /192 168.0.1 01 /G etLogYserial=4.

Fault getting http: /192 168.0.101/G etLl:ug?seriaI=4i “

(NNt Kt e B B N a T B L ST |

»
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About

You may be asked which version of RIOT Station you are running if so this is where you find this
information

About RIOTStation

RIOT Station

Werzion 1.0.18.2
Copypright & 2007

At Control Systems Lid,

1.018.0 AddedBackup &
RIOT Canfiguration tool, &=
1.017.0 Added RIOT
configuration view and BIOT
restare,

1.016.0 Added editing of
postlizk,

1.0150 Canenable 550

an SMTF zerver of eemailzs. s |

| il

e

[:_)xw’_rl_,_l_}_ (223 _\f'_,n o UL B ok

L C=>

Ko au
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